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to steganalysis. These advancements have propelled the generation of new ideas and methods in steganalysis.

Currently, color images constitute the mainstream carrier in the process of internet transmission. Nevertheless,

existing steganalysis features for color images primarily rely on manual design and often treat the color image as

three independent grayscale images, without fully considering the internal relationships between the three color

channels, thus necessitating an improvement in detection capabilities for encrypted images. The application of deep

learning in the field of color image steganalysis remains in its preliminary stage. The concepts, classifications, and

research significance of steganography and steganalysis were introduced, along with an outline of their current

research status. Several key techniques for the steganalysis of color images were introduced, compared,

summarized, and their development trends were analyzed.
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Figure 1 Concealed communication framework based on image
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Figure 2 Universal steganalysis framework based on image
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fiE, FE B 7M1 (principal component analysis,

PCA) VERFE4E, R4 T MATHERA (neural
spatial rich model, NSRMD. MaZ g T2
Y1 VT AN B 2 BB 7 B B S 40 M R AR Ak R
MEDTA (multiple event-driven threshold adjust-
ment) J7iE, ZITEAMUAER RS BEAVRHIE R 4L T
A IREFIRICR, I HARL 7 X7 AR st .
124 ATREF ARG

TR JE %% 21 77 1 58 08 AR 1 1 4 e 0E 42 BURT KRR
oy KRG GAE—d, 18 I 2R 8 o 21 o 1) 2
oy Hr e, fE BB A B T K & 1 U 2R 50 HE
DAL AR AT vH B RE 77, AHELAR S ., IR
2 ) HE SR A A v 2 B FI AL 28 2% > 1)
B S EAS TR RIR S, FER R BIANRS
G AT AT

REHHTIREZINEGES i &R
FGIR A 28 2 h, XN Lg a5 i itk & 1
JRHEGEAGRRYR . S5 R BORE A R i R . B R
I EGUR FE 2 2] B 5 3 AT 2% 2 Tan S5 221
2 G B B dm i 28 N 2%, A RE v AR Ik 2
SRM & BRI I B8 5 o #r Pt RE . H 2 Xu
S S B 2 P 2% Xu-Net, 25A 1 il
e AR AL B — gk, H IR TR
SRM & B BYRFAE IR BE . S5 4k 2 N A BT 46
TEVRFE 7 2] h 85 B Ba 5 70 i & AR Y 1) — Se i
B 4an A5 FH 1 388 D A% AT A0 A R 2 AR AZ A 5Nk
Wriss eSSl ARSI — e R B
TIREES RS M EERR I TERE . Ye S0
BT BB 2T NS 2 B CNN LR R R
Wi HERKAS 10 ZERZHMEE, fHH 30
A 535 BIBERNIZAIIEEE — Z M4 (Ye-Net) o

XFFJPEG K25 70 i, "I ELRIH] JPEG E& 1)
DCT R B B @A A ELE, V2 ot
FEN SR T X — ek IR A 2 JPEG e 5 7y
BT X 4% o [A] — B 3 ) ResNet (residual network)
FEVHEAN UL AT TR R ERE, 32 ResNet
HRRGEIERE 45 M) (shortcut connection) 2045
#J (bottleneck architecture) 5 &, J54:1F %
JPEG 3R FE % ) B 5 40t Sk AR FH AL 451
A 7T RE . Chen 2552 JPEG R 4 i 72
AR, R ) 2 i B N R AE BRI 2y 64
FTHATIEIE, $2H T VIR A AL 25 0 2% ZE R A
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GG M7k, B P-Net Ml V-Neto Xu<FMR2iR)E  ERIEIE N AUEE RERHE, KR5S T RAH

B 72 P 2% ResNet 1) J3 &, & th 1 A PRy 4
S5 R 20 )= 4 AR AH 22 9 4% Xu-Resnet (Xu deep
residual network), JFf7E Ji JZ 1 FH BB #21F, 3K
13 7L JPEG k2 5 0 i g . Wu S5 52 %
JZ 5% 7 W 2% ResNet 13 K He T 5 — Mk ZE IR
FERRS T4 (Wu-Net) . Chen 25 HI T £
JUBEURFE PR I 28 AT, 285 R B IR ok 72 )
%%, KB R EFX— LR E AT N4
B 2 56 A5 2 R A AL BEOR T8 4y 1 )
Zhang Z57E 1 BT (A A TE 22 HLE R L
) R SREmE DA e 9 8% () HE A 12k

RIS i Ek, RE2E K EREE.
B J5 — Lo B TRAERHE M S5 7 i B TR
B EGRRE i, (HIXRELES T ERE AR
B 3MEE, ERABOIEE N R SRR
[ R AH SRS O N (AR, PRI L & JF me A
B G RRE S MR, 2% 1 R o) )
MR, BEEHEMRIFHERR. MREES
UK BB MBS THRE . Bl — e T
IRFES SRR R TR BB RS iz .
1.3 ReRE&RESH

HAT, Xt EURRS Serfil, K&y
FOERH R AE+7> 28457 HOHEZE, TiX K
SRR IR B S M 3 AR T AR AL T AR
B WMEEEES BRURK RS THRE. 7
R BB RS S o A BE T ek — e Ho ) B Eds
BEATLIR AR for i (08 (LB AR R, SR 5 AR R
FAE BRI G R 0 BAGAHIT B 0) B R AR AR
IR FORKS S 54T . 16 —KT7ER I
B EEB3AEE, ERA P EE N A
FAAH ARG 2 2 TR AR S PSR O LR, PR
HE IR AR O BB RS 70 R E. Goljan
SOV R LG 2l TE R e, K R R
A RUFEES 7 i ORI & AR AT ek,
AE 7RO EUR E R AVRMIE . SRR
18 E 15 SRM FHE () 5k Z2 1H SR, FE AN B
WMETTHEZ RE. 207 HAKRZE, Wl
JEJE 18] 1) LA AR PR RRAE 5 404 4E A1 AN B IE I E
FRRURFE 12 573 4, K AIFN 18 15T 4EHTR
EUE & BAARIE . IX MRS A 7 s e 1o

BEE RS S I RICR . Goljan 5507917 [ HEAH
HLLE A 3R i R I P AR 8% 2% SR R, #R 95 Bayer
CFA (bayer color filter array) [4F S0 EE G &=
gy, PSS b IE ) AR AR R SR O %, Tt
SHANFIEE N AR P R R, Xk
FRBASERE, XS, BRRS S
PrERAAESE . ARYE B & N ES S SR RN B U
HAE SO A X R A MBS e T R SR X
Fe) 3E BT A AR SR U, AT X B R AIE BE AT 2
o SRR BE RS FIE TR S IR TE
SUR R R X, R ERAEA BT E g
BONE R, Pl 2 AR B A1 3 N il TE
SURHEIL 2R B X3, RS AEIZ A XA N 73
TR B W) A0 B IE A B ZE IR AE R RE, S OF
PN FEAEFE RS B R A RS S 0 M E, B 2L
1 WOW  (weighted optimization watermarking)
1 S-UNIWARD  (spatial-UNIversal wAvelet rela-
tive distortion) %% H &M A S . Yedroudj F57 45
4 Xu-Net fll Ye-Net 4L 55, $2H T Yedroud;-
Net. Kang &8s R (0 4 B2 5 4 ek 55 AN 7] 20
A0 T 1 o R O ) PR DG IR PR R A, 4R T
T E B AR OCMER R R RS i R
Zeng ZEUIR L T AR R RR S 70 B ) S 70 B8
JERG, I HEARAERZ G IR AN 244
(wider separate-then-reunion network, WISERNet).
Wei M FH 62 4> my B E PR A SR BB A 22, &
T 7 A O JPEG S8R & H % 0 B B S 4 i
W2 . H TRt EUR B S 40 AT I 32 0 5 e
RO TER RO B =B A AR R, S5 B TR T
)RR, Bt RN, A AW ER S S i
FFE.

2 ZREFBEBRESNEENSR

21 BeREGEEE
IR PG 2 3k 152 ] SPAM KR 7 1= 1 U8
WE R ZEME, SRM AR FRRET 2 ik ZE 1
SPAM FHE. PRIk 22 8 v DA I vy 1 U 2
A PR FETHEAR S L ONME ) 28 . IR1G R 2 1)
AW/
Riy= Xij(Nij) - cXyy (1)
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Forbt, Ny WX, B TR R, R, ()@
AT X, — M Ny 1R 25 1 H A ¢ AR
S, O NREN. RISKSTRRE R, T RILY
b -

R;j < trunc{ round v (2)

Horr, g s, Bl R trune £ 1) E X2
x, x e[-T.T] 3)
Tsign(x), x ¢ [-T,7T ]

X FRZE AT WA EA AR . — AT R
WD RHE AL, PRARTF R R R Ak
PERT DULR B AH G PERCIR . R ZE IR/ IX 3, 1% (X
I3 i B A O B e U MR

fE SRMAFAEH, TR 2 BRI FL AR B
FEIUAT 3 B 3L A R R R A 3 B A I B2 5 2 B
fiE. FREM B R EVERCHE, A TR E,
T AS B 3 B P iR N AE BRI 3 SR S X
I, W HUGO (highly undetectable steganogra-
phy using GOffset) H k5. & X i%ba S R i,
BT T 39 (106) MFREARSRMIEKRZ, DA
WHEERAER Z R, NI = RS 7 JE )
HEWREE . RISy T PR R 4E L B b L, B
VR SRIDURT 5 X P AR 25 [ o o g 0o PR 77 ¥ R R X
W2, MRS IR e SR . BR4ES 1
THERHE KA, B MR B R
fE4ERT, MRIEEND, HBAWA TR RAR
SRM FFHIELEH S350l 2 12 753 4EF134 671 4.

¥t G & B (spatial color rich model,
SCRM) £ RGB ™ 4 F2 3 1 #1| 43 7l 1+ 52 SRM
FRIE, SEISANEER 12 573 48 % BIAURRIE, T
PRHL 3 AN IEIE R (1) 5 404 4E 3L AR M REASAE, K
AEFIEA FE I & A2 18 157 4EHI Rt UG & A A
RFE SCRMQI. 1% 777 BEH i T R B &8 iE
WA SGHE, N RE T 3ANEE A RFE, oK
M 7R R RS Bk R A
2.2 JPEG B EREL JRM

JPEG F&'5 3= & 16 JPEG R % Ll 471584,
JRM R E AL & 2 A 7 R8sl o Hr s —
JPEG BB CME, Wit A TR AL 4544
R, JRM AFAESAEE T JPEG S A F] AL A 1)
FASRAE, 8N TRHER) Z e, BEANZ A TT TR

truncy(x) = {

MRS X B S R B PR B IR, AT 32 &
JPEG EI& 85 A IR 0 B . JRMURRAIE 32 22 iy
L IPEG R AU I 2 18] 2 A (1) 2 B Fe AR SR B4
o T8 X T AR

AL =Dyl i= 1M, j = 1,+N
A =|Dy|=|Dije | i= 1M, j= 1N 1
Al =|Dy|=|Di | i= 1M =1, j =1, N
A= Dij|~|Dis1jir|, i= 1 M= 1, j=1,--N-1
AL =|Dy| - |Diyjs|i= 1M, =1, N -8
Aij=|Dij|=|Divsjli= 1M =8, j= 1N

Her, DAJEYIPEG EUE K R BUERE .

f£ JPEG & Hr 45 FF 4™
N B H () BT (x + Axyy + Ay) B B
TEEIRM 2 M LA CF (x,AxAY), TERLIRM
AR, o, () BRI AR,
H Ax 5 Ay A2 [ e 0 B A, HoAmFe 6 mr 2L

FEHAs P CrhfotER il PR
C;:l (xay’AxaAy) =

Yel{x,—,

1 ij *
ZIATG)IT = truner(47); @)

Tg’j) =k, £i£)Ary+Ay =1}

Hrp, BB zER-wEH, HT ok
ECZ] =1; thCT()%%&ﬂfﬁ}%ﬁz

=

o)
T-sign(x),|x|>T
x, HAh

JRM HFAIE 1) 2 48 B2 8 635+2 620=11 255,
T I AU R R AR HE S e T DAE— 2D 3R S JIRM

truncy(x) =

)

R RCR
23 ETREHEEIMEHEREGRESN
BE

BT OEIE B A R R R RS A
12 H RGB = J T8 [ 56 JE B R R B 4% A JE TE
FISUHAR R, HRAEAS RN TR SUH R AR
PERIHE i, BTt B S R AR A I B R . Auik
IR SEUEZR A 4 BT o

P 5 (1 SCEE AR A0 SRR ALE W] DL 6 5 17 ok R
o PBAATSR ZR T8 1 22 50 T LUBUK B3 'S R
BIEEEA G AT, I G REE BT
SUERAALAR NS 2 M RF Ak W] DA R RS S
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2.4 WISERNet

S0 B Ja B A H BAT U8 S5 M IR B 6 AR
#% WISERNet (wider separate-then-reunion net-
work) I 24 N fe LR EE, KB EE T
7y N RGB X 3 ANl JF 7 i 0 Hat 47 1% il
B AR K280 IE 5 AR A5 R e R
B, AN EIE T30 SR N A 2 SRM
o f. RGB X 3 /i 38 #5731 55 30 /> 5%5
GIRN AT B, 153 30 40 B H)RHE 1B JF
i E T —E. fERMIIZGE T, RIEE
N EERBEGINZRIREE, Lo Mg AT
WISERNet [ 25 1) 73 125 i B BV 2 12 18 18 5 AR B
B @ BRERAE G 45 G 3 DAL dan AR AE
B, ZHE19 3090 MRFIE B2, IF4m N X 2% 1 55
“AERET

WISERNet [ %% {1 56 & i Be S = AN B =
fEE, Ll ERAARENZERZHEHH
PR BTSN W 4. ) AR I B
PIRFEAZE, LRSS RRERZE N 3.
TSI g B TERE, I — MR AURCR R n
KIMKGNERZHHIAZEE. nikZ, W
WISERNet W 2588 55 . 4547 2 M T A2 4 2 4 0%
2, 8 e 2 i 2445 B RS 2 A Tl
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A R W P IR Re % 1R B MR
BRI A R I HI S5 A AR G e 75, TR S 4y
PR BRI S 5] R B, BRI WISERNet
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o T V8 o A AN SR AIE B X 4% 6 4 R
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1B BOSSBase &4 = 1] 10 000 7K 7 (4 K]
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HILL F1 S-UNIWARD. % 71 %5 S 1 N 500
W% B4 0.1 bpe (bit per channel) « 0.2 bpe. 0.3
bpe. 0.4 bpe A10.5 bpe. K bEHZEFE UK (4 EUE S
HYHE B CRMP, Ye-Net!®fll WISERNet 3
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Figure 6 Performance comparison of HILL steganalysis algorithms

——CRM —A—Ye-Net —6— WISERNet
0.95

0.9
0.85
0.8
0.75
0.7
0.65

0.6

Rl MRS

=]

.1 0.2 .3 0.4 0.5

RN F/bpc

7 S-UNIWARD 737 & 5 53 1k g Hl s
Figure 7 Performance comparison for S-UNIWARD
steganalysis algorithms

=]
)

5T 8BRS /M Bk CRM A I,
AN TR S IR S A BT A B mT DL
3 e B U A I BE /7. WISERNet # 7
FEXT Ye-Net R 5 2 S B2 24080k, (HHE AR
BRRS AT ERE R . [FIB WISERNet (192 534
& Ye-Net /b, RS R, FETZEN
2, BARFETIRE S MRS i Bk E T A
T THRHE R BRE 43 BT B OR B, (R T
R 2 2] B a5 43 BT AR 25 5 0% Bt 2 7 ) K
B, PR N TV T R E 5 IR ST M S
TEFLR b BB m 3 R L MR AR I 4R

4 ZEFRIE

AR E T HETREARMEE 2R (i
HOEIRRE ) MR, S5aREy>]
BRI E N2 RS Hik, REREHE
A Ja B 5 3 T BOR 4 32 B T B 1% £ S
FIE B s o B RS A A

FERS S 2047 vh BB A T2 AR A K 1
B b, AT 2R OEIBRERSE SR
. HATSE R 2 o 0 R RS 73 RS Ak
BT N T8, HRERERIEIFR TN HER
TR =8I () A AR AR . IR I BORTE
RIS 73 BT U ) B R I A T B B B, 7 20
Hit—DHt e, IR, st EREB st
K5 SR A AN BT B ) 45 % (0 MR B 5 20 i ok
T EEANIR PR . BT XL R, R BB R
G HT AN B R BT 2R HE A R
B HTRHE, 53— AN BB IR A S N TR
BEBRES . M3 TREE RS 2R
BTGRP N T3 AR AR
SRS SIHARME &, ik Eaedt— Pt a
MR, X P E KI5

EEPEE

[1] PROVOS N. Defending against statistical steganalysis[C]//Pro-
ceedings of 10th USENIX Security Symposium. Washington:
ACM, 2001: 323-336.

[2] SIMMONS G J. The prisoners' problem and the subliminal
channel[M]//Advances in Cryptology. Boston, MA: Springer,
1984: 51-67.

[3] KAWAGUCHI E, EASON R O. Principles and applications of
BPCS steganography[C]//Proceedings of the SPIE, Multimedia



60+ %% 515 6 2 424

¥10%

Systems and Applications. SPIE, 1999: 464-73.

[4] NGUYEN B C, YOON S M, LEE H K. Multi bit plane image
steganography[M]//Digital Watermarking. Berlin, Heidelberg:
Springer Berlin Heidelberg, 2006: 61-70.

[5] LUO W Q, HUANG F J, HUANG J W. Edge adaptive image
steganography based on LSB matching revisited[J]. IEEE
Transactions on Information Forensics and Security, 2010, 5
(2): 201-214.

[6] PEVNY T, FILLER T, BAS P. Using high-dimensional image
models to perform highly undetectable steganography[C]//Pro-
ceedings of International Workshop on Information Hiding.
Berlin, Heidelberg: Springer, 2010: 161-177.

[77 OMOOMI M, SAMAVI S, DUMITRESCU S. An efficient
high payload +1 data embedding scheme[J]. Multimedia Tools
and Applications, 2011, 54(2): 201-218.

[8] JMEKH, e, kg, & — R TR RIS it s B

T N RS BV, TR, 2015, 43(6): 1094-1100.
SHI XY, MAS L, HU Y J, et al. A pixel block-based adaptive
steganographic algorithm with embedding priority given to im-
age textures[J]. Acta Electronica Sinica, 2015, 43(6): 1094-
1100.

[97 MARVEL L M, BONCELET C R, RETTER C T. Spread spec-
trum image steganography[J]. IEEE Transactions on Image
Processing: a Publication of the IEEE Signal Processing Soci-
ety, 1999, 8(8): 1075-1083.

[10] WU D C, TSAI W H. A steganographic method for images by
pixel-value differencing[J]. Pattern Recognition Letters, 2003,
24(9/10): 1613-1626.

[11] WANG C M, WU N N, TSAI C S, et al. A high quality stegano-
graphic method with pixel-value differencing and modulus
function[J]. Journal of Systems and Software, 2008, 81(1):
150-158.

[12] KER A D. Improved detection of LSB steganography in gray-
scale images[C]//Proceedings of International Workshop on In-
formation Hiding. Berlin, Heidelberg: Springer, 2004: 97-115.

[13] KAWAGUCHI E, EASON R O, TESCHER A G, et al. Prin-
ciple and applications of BPCS steganography[J]. Multimedia
Systems and Applications, 1999, 3528: 464-473.

[14] HIOKI H. A data embedding method using BPCS principle
with new complexity measures[C]//Proceedings of Pacific Rim
Workshop on Digital Steganography. Kitakyushu, Japan: Pa-
cific Rim Workshop Digital Steganography 2002.

[15] NODA H, SPAULDING J, SHIRAZI M N, et al. Application
of bit-plane decomposition steganography to JPEG2000 en-
coded images[J]. IEEE Signal Processing Letters, 2002, 9(12):
410-413.

[16] PARK Y R, KANG H H, SHIN S U, et al. An image steganog-
raphy using pixel characteristics{M]//Computational Intelli-
gence and Security. Berlin, Heidelberg: Springer Berlin Heidel-
berg, 2005: 581-588.

[17] % & . JPEG G K fift s G b IR 2 5 23 B BOR BT SE[D]. 46
e IR AE B TR KA, 2012.

LI X. Research on steganalysis for JPEG images and decom-

pressed images[D]. Zhengzhou: PLA Information Engineering
University, 2012.

[18] KODOVSKY J, FRIDRICH J. Quantitative structural stega-
nalysis of Jsteg[J]. IEEE Transactions on Information Foren-
sics and Security, 2010, 5(4): 681-693.

[19] PETITCOLAS F, ANDERSON R J, KUHN M. Information
hiding-a survey[J]. Proc IEEE, 1999, 87: 1062-1078.

[20] PHIL S. Model-based steganography[C]//Proceedings of Inter-

national Workshop on Digital Watermarking. Berlin, Heidel-

berg: Springer, 2004: 154-167.

FRIDRICH J, PEVNY T, KODOVSKY J. Statistically unde-

tectable jpeg steganography: dead ends challenges, and oppor-

[21

—

tunities[C]// Proceedings of the 9th workshop on Multimedia
& Ssecurity - MM&Sec '07. New York: ACM, 2007: 3-14.
FRIDRICH J, GOLJAN M, SOUKAL D. Perturbed quantiza-
tion steganography[J]. Multimedia Systems, 2005, 11(2):
98-107.

SOLANKI K, SARKAR A, MANJUNATH B S. YASS: yet an-

other steganographic scheme that resists blind steganalysis[C]//

[22

—

[23

—

Proceedings of International Workshop on Information Hiding.
Berlin, Heidelberg: Springer, 2007: 16-31.

COGRANNE R, GIBOULOT Q, BAS P. Steganography by
minimizing statistical detectability: the cases of JPEG and
color images[C]// Proceedings of the 2020 ACM Workshop on
Information Hiding and Multimedia Security. New York:
ACM, 2020: 161-167.

TABURET T, BAS P, SAWAYA W, et al. JPEG steganography
and synchronization of DCT coefficients for a given develop-
ment pipeline[C]//Proceedings of the 2020 ACM Workshop on
Information Hiding and Multimedia Security. New York:
ACM, 2020: 139-149.

BOROUMAND M, FRIDRICH J. Synchronizing embedding
changes in side-informed steganography[J]. Electronic Imag-
ing, 2020, 32(4): 290-1-290-12.

GIBOULOT Q, COGRANNE R, BAS P. Detectability-based
JPEG steganography modeling the processing pipeline: the

[24

finar)

[25

—

[26

—

[27

—

noise-content trade-off[J]. IEEE Transactions on Information

Forensics and Security, 2021, 16: 2202-2217.

BERNARD S, BAS P, KLEIN J, et al. Explicit optimization of

min max steganographic game[J]. IEEE Transactions on Infor-

mation Forensics and Security, 2020, 16: 812-823.

BERNARD S, BAS P, PEVNY T, et al. Optimizing additive ap-

proximations of non-additive distortion functions[C]//Proceed-

ings of the 2021 ACM Workshop on Information Hiding and

Multimedia Security. New York: ACM, 2021: 105-112.

[30] FRIDRICH J, GOLJAN M, SOUKAL D. Perturbed quantization
steganography[J]. Multimedia Systems, 2005, 11(2): 98-107.

[31] FRIDRICH J, PEVNY T, KODOVSKY J. Statisticallya unde-
tectable JPEG steganography: dead ends, challenges, and op-
portunities[C]// Proceedings of ACM Workshop on Multimedia
and Security. Dallas, Texas, USA: ACM, 2007:3-14.

[32] SACHNEV V, KIM H J, ZHANG R Y. Less detectable JPEG

steganography method based on heuristic optimization and

[28

[t

[29

—



55 4 39

TREgEE: B OEERRS it 61

BCH syndrome coding[C]//Proceedings of the 1l1th ACM
workshop on Multimedia and security. New York: ACM, 2009:
131-140.

[33] KIM Y, DURIC Z, RICHARDS D. Modified matrix encoding
technique for minimal distortion steganography[C]//Proceed-
ings of International Workshop on Information Hiding. Berlin,
Heidelberg: Springer, 2007: 314-327.

[34] HUANG F J, HUANG J W, SHI Y Q. New channel selection
rule for JPEG steganography[J]. IEEE Transactions on Infor-
mation Forensics and Security, 2012, 7(4): 1181-1191.

[35] LUO J, HE P S, LIU J Y, et al. Improving security for image
steganography using content-adaptive adversarial perturbations
[J1. Applied Intelligence, 2023, 53(12): 16059-16076.

[36] PRAMANIK S. An adaptive image steganography approach
depending on integer wavelet transform and genetic algorithm
[J]. Multimedia Tools and Applications, 2023, 82(22): 34287-
343109.

[37] YAO Y, HUANG L C, WANG H, et al. Robust adaptive steg-
anography based on adaptive STC-ECC[J]. IEEE Transactions
on Multimedia, 2024, 26: 5477-5489.

[38] Kk BB, T, 2, 5. ZEARS ot U] HEE
R R, 2022, 27(6): 1918-1943.

ZHANG W M, WANG H X, LI B, et al. Overview of steganog-
raphy on multimedia[J]. Journal of Image and Graphics, 2022,
27(6): 1918-1943.

[39] WESTFELD A, PFITZMANN A. Attacks on steganographic
systems[C]//Proceedings of the Third International Workshop
on Information Hiding. New York: ACM, 1999: 61-76.

[40] FRIDRICH J, GOLJAN M. On estimation of secret message
length in LSB steganography in spatial domain[C]//Proceed-
ings of the SPIE, Security, Steganography, and Watermarking
of Multimedia Contents VI. SPIE, 2004: 23-34.

[41] KER A D, BOHME R. Revisiting weighted stego-image stega-
nalysis[C]//Proceedings of the SPIE Security, Forensics, Steg-
anography, and Watermarking of Multimedia Contents X.
SPIE, 2008: 5-17.

[42] FRIDRICH J, SOUKAL D, GOLJAN M. Maximum likelihood
estimation of length of secret message embedded using +k steg-
anography in spatial domain[C]//Proceedings of the SPIE, Se-
curity, Steganography, and Watermarking of Multimedia Con-
tents VII. SPIE, 2005: 595-606.

[43] AVCIBAS I, MEMON N, SANKUR B. Steganalysis using im-
age quality metrics[J]. IEEE Transactions on Image Process-
ing, 2003, 12(2): 221-229.

[44] HARMSEN J H, PEARLMAN W. Steganalysis of additive-
noise modelable information hiding[J]. SPIE Proceedings,
2003, 5020:131-142.

[45] GOLJAN M, FRIDRICH J, HOLOTYAK T. New blind stega-
nalysis and its implications[C]//Proceedings of the SPIE Secu-
rity, Steganography, and Watermarking of Multimedia Con-
tents VIII. SPIE, 2006: 1-13.

[46] PEVNY T, BAS P, FRIDRICH J. Steganalysis by subtractive

pixel adjacency matrix[J]. IEEE Transactions on Information

Forensics and Security, 2010, 5(2): 215-224.
[47] SHI'Y Q, CHEN C H, CHEN W. A Markov process based ap-
proach to effective attacking JPEG steganography[C]//Proceed-
ings of International Workshop on Information Hiding. Berlin,
Heidelberg: Springer, 2007: 249-264.
CHEN C H, SHI'Y Q. JPEG image steganalysis utilizing both

intrablock and interblock correlations[C]//Proceedings of the

[48

[}

2008 IEEE International Symposium on Circuits and Systems
(ISCAS). Piscataway: IEEE Press, 2008: 3029-3032.
FRIDRICH J. Feature-Based steganalysis for JPEG images and

its implications for future design of steganographic schemes[C]//

[49

—

Proceedings of the 6th International Conference on Informa-
tion Hiding. New York: ACM, 2004: 67-81.

PEVNY T, FRIDRICH J. Merging Markov and DCT features
for multi-class JPEG steganalysis[C]//Proceedings of the SPIE

[50

=

Proceedings", "Security, Steganography, and Watermarking of
Multimedia Contents IX. SPIE, 2007: 67-81.

TABURET T, FILSTROFF L, BAS P, et al. An empirical study
of steganography and steganalysis of color images in the JPEG

[51

—

domain[C]//Proceedings of International Workshop on Digital
Watermarking. Cham: Springer, 2019: 290-303.

COGRANNE R, GIBOULOT Q, BAS P. The ALASKA stega-
nalysis challenge: a first step towards steganalysis[C]//Proceed-
ings of the ACM Workshop on Information Hiding and Multi-
media Security. New York: ACM, 2019: 125-137.

YOUSFI'Y, BUTORA J, FRIDRICH J, et al. Breaking ALASKA:
color separation for steganalysis in JPEG domain[C]//Proceed-
ings of the ACM Workshop on Information Hiding and Multi-
media Security. New York: ACM, 2019: 138-149.

BUTORA J, FRIDRICH J. Reverse JPEG compatibility attack
[J]. IEEE Transactions on Information Forensics and Security,
2020, 15: 1444-1454.

WU T, REN W X, LI D W, et al. JPEG steganalysis based on
denoising network and attention module[J]. International Jour-
nal of Intelligent Systems, 2022, 37(8): 5011-5030.

FRIDRICH J, KODOVSKY J, HOLUB V, et al. Breaking
HUGO - the process discovery[C]//Proceedings of Interna-

[52

—

[53

—

[54

finar)

[55

—

[56

—

tional Workshop on Information Hiding. Berlin, Heidelberg:
Springer, 2011: 85-101.
FRIDRICH J, KODOVSKY J, HOLUB V, et al. Steganalysis

of content-adaptive steganography in spatial domain[C]//Pro-

[57

—

ceedings of International Workshop on Information Hiding.
Berlin, Heidelberg: Springer, 2011: 102-117.

FRIDRICH J, KODOVSKY J. Rich models for steganalysis of
digital images[J]. IEEE Transactions on Information Forensics
and Security, 2012, 7(3): 868-882.

HOLUB V. Content adaptive steganography - design and detec-

[58

[t

[59

—

tion[D]. State University of New York at Binghamton, Thomas
J. Watson School of Engineering and Applied Science, Depart-
ment of Electrical and Computer Engineering. Binghamton:
Binghamton University, 2014.

[60] KODOVSKY J, FRIDRICH J. Steganalysis of JPEG images



c 62

P2 515 B Al 10 %5

using rich models[C]//Proceedings of Media Watermarking, Se-
curity, and Forensics 2012. SPIE, 2012, 8303: 81-93.

HOLUB V, FRIDRICH J. Phase-aware projection model for
steganalysis of JPEG images[C]//Proceedings of the SPIE Me-
dia Watermarking, Security, and Forensics 2015. SPIE, 2015:

[76] YEDROUDJ M, COMBY F, CHAUMONT M. Yedroudj-net:

an efficient CNN for spatial steganalysis[C]//Proceedings of
the 2018 IEEE International Conference on Acoustics, Speech
and Signal Processing (ICASSP). Piscataway: IEEE Press,
2018:2092-2096.

94090T. [77] KANGY H, LIUF L, YANG CF, et al. Color image steganalysis
[62] SONG X F, LIU F L, YANG C F, et al. Steganalysis of adap-

tive JPEG steganography using 2D Gabor filters[C]//Proceed-
ings of the 3rd ACM Workshop on Information Hiding and
Multimedia Security. New York: ACM, 2015: 15-23.

[63] LWOWSKI J, CORLEY I, HOFFMAN J. Neural steganalysis
with spatial rich models for image steganography detection
[EB]. TechRxiv, 2020.

[64] MAY Y, XU L G, ZHANG Y, et al. Steganalysis feature selec- (79
tion with multidimensional evaluation and dynamic threshold

based on channel gradient correlation[J]. International Journal of
Distributed Sensor Networks, 2019, 15(5): 155014771985203.
[78] ZENG J S, TAN S Q, LIU G Q, et al. WISERNet: wider
separate-then-reunion network for steganalysis of color images
[J]. IEEE Transactions on Information Forensics and Security,
2019, 14(10): 2735-2748.
WEI K K, LUO W Q, TAN S Q, et al. Universal deep network

for steganalysis of color image based on channel representation

—

[J]. IEEE Transactions on Information Forensics and Security,
2022, 17: 3022-3036.

[80] QIN C, CHEN Y F, CHEN K J, et al. Feature fusion based ad-
versarial example detection against second-round adversarial
attacks[J]. IEEE Transactions on Artificial Intelligence, 2023, 4
(5): 1029-1040.

allocation[J]. IEEE Transactions on Circuits and Systems for
Video Technology, 2024, 34(3): 1954-1969.

[65] TAN S Q, LI B. Stacked convolutional auto-encoders for stega-
nalysis of digital images[C]//Proceedings of the Signal and Infor-
mation Processing Association Annual Summit and Conference
(APSIPA), 2014 Asia-Pacific. Piscataway: IEEE Press, 2014: 1-4.

[66] XU G S, WU H Z, SHI'Y Q. Ensemble of CNNs for steganaly-
sis: an empirical study[C]//Proceedings of the 4th ACM Work-

shop on Information Hiding and Multimedia Security. New (e
York: ACM, 2016: 103-107. e (1993-), &, WHBEMN, B
[67] XU G S, WUH Z, SHI'Y Q. Structural design of convolutional T e 5 S s
neural networks for steganalysis[J]. IEEE Signal Processing FEHRI T S B A
Letters, 2016, 23(5): 708-712.
[68] YE J, NI J Q, YI'Y. Deep learning hierarchical representations
for image steganalysis[J]. IEEE Transactions on Information '

Forensics and Security, 2017, 12(11): 2545-2557.

[69] CHEN M, SEDIGHI V, BOROUMAND M, et al. JPEG-phase-
aware convolutional neural network for steganalysis of JPEG im-
ages[C]//Proceedings of the 5th ACM Workshop on Information
Hiding and Multimedia Security. New York: ACM, 2017: 75-84.

[70] XU G S. Deep convolutional neural network to detect J-
UNIWARDI[C]//Proceedings of the 5th ACM Workshop on In-
formation Hiding and Multimedia Security. New York: ACM,
2017: 67-73.

[71] CHEN H, HAN Q, LI Q, et al. Image steganalysis with multi-
scale residual network[J]. Multimedia Tools and Applications,
2023, 82(14): 22009-22031.

[72] ZHANG X B, ZHANG X P, FENG G R. Image steganalysis
network based on dual-attention mechanism[J]. IEEE Signal
Processing Letters, 2023, 30: 1287-1291.

[73] WU S T, ZHONG S H, LIU Y. Deep residual learning for im-
age steganalysis[J]. Multimedia Tools and Applications, 2018,
77(9): 10437-10453.

[74] GOLJAN M, FRIDRICH J, COGRANNE R. Rich model for
Steganalysis of color images[C]//Proceedings of the 2014

ZEfE (1978-), B, WEHMA,
TR e v 5 R N SE G R R
LA S, EEHR S o EG RS
ARG B S 3 Hr

EF&F (1978-), F, AZEHIFR IR
AN, BRERTERYHE. BLES
i, 3BT AR 2 AR RR AR A
ZWAREGIE . 28RN 2 FEEE G -

ER (1995-), B, HEREN,
TR A, R T R AAE
IEEE International Workshop on Information Forensics and Se- L A%, ZEHMKEGE.
curity (WIFS). Piscataway: IEEE Press, 2014: 185-190. R
[75] GOLJAN M, FRIDRICH J. CFA-aware features for steganaly-

sis of color images[C]//Proceedings of the SPIE Media Water-

marking, Security, and Forensics 2015. SPIE, 2015: 01-13.




